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BOBEAHW MNMPEMNOPAKU

OBa ynaTcTBO € HaMEeHEeTO 3a CUTE KOPUCHULM Ha KBanudUKyBaH AUTMTANEH cepTUPUKaT,
Dosepnusoct KS+ n/vnn flosepansoct KSN+.

MM onuwyBa 4YeKopuTe 3a aKTUBMPaAHE WM MHCTaNauMja Ha CepTUPMUKATOT HA AEeCKTon
Komnjytep u/uamM nNanton v HEroBo MmnopTuparbe Ha Gemalto IDPRIME.NET TokeH, BO
NoHaTaMOLLHMOT TeKcT pedepeHumpaH Kako Gemalto.NET TokeH.

OBa ynaTcTBO NpeTcTaByBa KOMbOMHaLUKja oA,
A. YnaTcTBO 3a aKTMBMpare Ha cepTudUKaT Ha AeckTon Komnjytep/ nanton 3a Internet

Explorer
B. YnaTcTBo 3a UMMNOPT Ha aKTUBMPaAH cepTUdUKAT Ha TOKEH

MoxeTe peapocnhenHoO aa rn chegute the 2 ynaTtcTtBa, HAMECTO OBa ynaTCTBO.

MpenopakaTa 3a aKTMBMPake Ha CEePTUPMKATOT Ha KommMjyTep/nanton, a notoa Heroso
npedpnare Ha TokeH og TMn Gemalto.NET, noafa o4 npenopakuTe Ha NPOU3BOAUTENOT Ha
Gemalto IDPRIME.NET TokeH og 19.10.2017 roamHa Gemalto Bulletin Number -
[20171018].

MaKefoHCKM Tenekom npenopayvyBa YyBarbe Ha CEPTUOMKATOT WMCKAYYMBO HA TOKEH,
O4HOCHO Bpuiere Ha cepTUPUKATOT 0f, KOMNjyTEPOT NO HErOBOTO Npedpiatbe HA TOKEH,
op, 6e36e4HOCHN NPUYMHU U CNpeYyBakbe eBeHTyaiHa 310ynoTpeba Ha cepTUhUKATOT.

MPEAYC/IOB :

3a MHCTanaumja 1 aKTMBMpPaHE Ha AUTUTANHUOT cepTUPUKAT, CO CKAyYyBarbe Ha
[OroBOPOT 32 KOPUCTEHE Ha AUTUTaNEH cepTUdUKaT, MakeaoOHCKN Tenekom Bu
[0CTaByBa aBTOPU3ALUCKNOT Ko U pedepeHTHNOT bpoj. PedpepeHTHNOT Bpoj ro
[obusaTte Npeky e-nowTa, A0AEKa aBTOPM3aLUCKMOT Kog ro aobusarte no SMS.

BAXKHO!

BpemeTpareTo Ha aBTOPU3aALMCKMOT Koa, U pedepeHTHMOT 6poj e 30 aeHa op,
n3naBakEeTo.
3a WHCTanaumja M axkTMBUparbe MOTPEBHO € [Aa o KOPUCTUTE MCKAYYUBO

Internet Explorer npenucrysauyor

3anomHerte ja N03MHKaTa NoTpebHa Npu KopucTere Ha cepTUPKATOT, a Koja ja
KpeupaTte npu nosBaeKkyBarbe Ha BawmoT cepTudmKar.

EkcnopTMpaHnoT cepTudmKaT 3adyBajte ro Ha 6e3beseH meguym (TOKeH), BO
CNy4aj Ha gedeKT Ha KoMNjyTepoT Unm GopmaTmparse.



https://ca.telekom.mk/Upatstva/Upatsvo%20za%20aktiviranje%20i%20instalacija%20na%20digitalen%20sertifikat%20na%20PC%20i-ili%20Laptop.pdf
https://ca.telekom.mk/Upatstva/Upatsvo%20za%20aktiviranje%20i%20instalacija%20na%20digitalen%20sertifikat%20na%20PC%20i-ili%20Laptop.pdf
https://ca.telekom.mk/Upatstva/Upatstvo%20za%20importiranje%20na%20vekje%20aktiviran%20sertifikat%20na%20token%20Gemalto.pdf

AKTUBUPAHE HA OUTUTANEH CEPTUDUKRAT

3a [a 3ano4YHeTe CO NPOLECOT Ha aKTMBMPakbe Ha AUIUTAZIHUOT CePTMOUKAT, OTBOpETE
ro Internet Explorer npenncrysayoT n BHeceTe ja agpecara: https://ca.telekom.mk. 3a
yCnewHo aKTuBMpare Ha cepTUduKaTtoT, notpebHo e https://ca.telekom.mk aa 6uae
ctaBeH Bo Trusted Sites n cute ActiveX KoHTposn aa buaat noctaBeHn Ha Enable.

HATOAYBARE HA ACTIVEX KOHTPOJIM U TRUSTED SITES

A. 3a aa ja gopagete seb-ctpaHuuaTa https://ca.telekom.mk Bo Trusted Sites Ha Internet
Explorer, BO ropHMOT AeceH aron og, NPeancTyBayoT, KIMKHETE Ha KONYeTo WTO 03HaYyBa

P

el

Cima .
AnaTku 3a nogecysatrbe- Tools (“+ ), nsbepete Internet options, 1 KAMKHeTe Ha TaboT
Security.

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ @ [/]0

Internet  Local intranet [Trusted sites | Restricted
sites

Trusted sites site
4 This zone contains websites that you fes

.r". trust not to damage your computer or
your files,
You have websites in this zone,

Security level for this zone
Allowed levels for this zone: Al

Medium
- Prompts before downloading potentially unsafe
. content
- Unsigned ActiveX controls will not be downloaded

[C]Enable Protected Mode {requires restarting Internet Explorer)

Custom level.., Default level

Reset all zones to default level

I]jjn Some settings are managed by your system administrator,

oK Cancel Apply

B. U3bepeTe Trusted sites n KNMKHeTe Ha KonyeTo Sites. Bo HOBOOTBOPEHMOT NPO30p BO
noneto Add this website to the zone, BHeceTe https://ca.telekom.mk n kKnnkHete Add. Mo
NoJaBakeTo Ha agpecaTta KaukeHete Close.



https://ca.telekom.mk/
https://ca.telekom.mk/
https://ca.telekom.mk/
https://ca.telekom.mk/

Trusted sites *

You can add and remove websites from this zone. All websites in
S this zone will use the zone's security settings.

Add this website to the zone:

https://ca.telekom.mk/ | | Add
Websites:
*.Nnmeapps.com ~ Remawve

*= skillport.com
* webex.com
http:/f* nmeapps.com

| SRR J N [ TI SRS [

W

Require server verification (https:) for all sites in this zone

Close

B. MpogonxkeTte co pabota Bo npo3opot Internet Options u nog TaboT Security KAMKHeTe Ha
Custom Level Bo gonHuoT gen og nposopot (Trusted sites Tpeba Aa octaHe u3bpaHo). Ke ce
oTBOPU Npo3opeuoT Security Settings — Trusted Sites Zone co nncra Ha onuuu.

nternet Options ? = Security Settings - Trusted Sites Zone
General Security Privacy Content Connections Programs Advanced Settings
Eid .NET Framework A
Select a zone to view or change security settings, 5% Loose XAML
. s () Disable
0 @ ‘f"f ® (® Enable
- ) - () Prompt
Internet Local intranet  Trusted sites  Restricted . -~
sites &% XAML browser applications
_ () Disable
Tr-usted Sltﬁ. . Sites (® Enable
) f This zone contains websites that you ) Prompt
v trust not to damage your computer ar % ¥Ps documents
your files. S .
You have websites in this zone, O Disable
(@) Enable
Security level for this zone O Prompt
Allowed levels for this zone: Al e .NET Framewark-reliant components
Medium % Permissions for components with manifests v
- Prompts before downloading potentially unsafe ) niczhla
E content < »
-Unsigned ActiveX controls will not be downloaded *Takes effect after you restart your computer
Reset custom settings
[JEnable Protected Mode {requires restarting Internet Explorer) Reset o Medium (defauit) i Reset...
Custom level... Default level
Rezet all zones to default level Cancel

|@| Some settings are managed by your system administrator.

QK Cancel Apply

. Oa pageHaTta AnCTa, cnegHMBE CTaBKM noctaseTe rn Ha Enable:
e ActiveX controls an plug-ins, Allow previously unused ActiveX controls to run
without prompt



e Automatic prompting for ActiveX controls

e Download signed ActiveX controls

e Download unsigned ActiveX controls

e Initialize and script ActiveX controls not marked as safe for scripting
e Only allow approved domains to use ActiveX without prompt

e Run ActiveX controls and plug-ins

e Script ActiveX controls marked safe for scripting

Security Settings - Trusted Sites Zone X Security Settings - Trusted Sites Zone
Settings Settings
|#| Download signed ActiveX controls ~ |#| Allow ActiveX Filtering ~
(O Disable () Disable
(® Enable (®) Enable
(") Prompt || Allow previously unused ActiveX controls to run without prom
|| Download unsigned ActiveX controls () Disable
(O Disable @ Enable
(® Enable ¢/ Allow Scriptiets
() Prompt (®) Disable
|#| Initiglize and script ActiveX controls not marked as safe for s () Enable
() Disable (ol Brompt
(® Enable || Automatic prompting for ActiveX controls
(@] Prompt O Disable
|| Only allow approved domains to use ActiveX without prompt [C]
() Disable |#| Binary and script behaviors
(O] |ﬁ:ﬂ () Administrator approved
4| Diin Artua¥ canteale 2md nheoine 1 Mieshla M
< > £ >
*Takes effect after you restart your computer *Takes effect after you restart your computer
Reset custom settings Reset custom settings
Resettor  Megium (default) ~ Reset... Resetto: | Medium (default) i Reset...
Conel el

Security Settings - Trusted Sites Zone X

Settings

|#] Run ActiveX controls and plug-ins A
(O Administrator approved
(O Disable
(® Enable
(O Prompt

|#| Run antimalware software on ActiveX controls
(®) Disable
) Enable

|#| Script ActiveX controls marked safe for scripting™
() Disable
(® Enable
(O Prompt

&% Downloads

gg File download

() Disable
(@) Frzhla
£ >

*Takes effect after you restart your computer

Reset custom settings

Resettor | Medium (default) v Reset...

Cance

[. KnukHete geanaTtu Ha OK 3a aa ce 3aTBOpaT npo3opwuTe.



CnedHume 0ea uekopa (I u E) Hanpasume 2u camo OOKO/AKy 20 Kopucmume
npeaucmysayom Internet Explorer eep3uja 11.

. Bo rOpHMOT AeceH aron og, Npo3opeL,oT Bo npenmcTyBayoT Internet Explorer 11, KaMkHeTe
Ha KOM4eTo WTO O3HavyBa AnaTku 3a nogecyBare (Tools) u oabepete: Compatibility View
settings:

- [m} >
e e £~ © || @ Entrust Authority™ Enrollm... E =
File Edit View Favourites Tools Help Print »
% Find: Previous  Mext | o Options - File 4
Zoom (100%) o]
Safety >l A

Add site to Apps

[OUTUTATIHA CEPTUDUKATI i

F12 Developer Tools

HAJBESBEAHO PELLEHME GA BALIMTE B/l ssmmisn I
TPAHCAKLIMU b

Internet options

About Internet Explorer

Entrust Authority™ Enrollment Server for Web

Kpewpajte ceprudmxar sa sef npebapysad

I‘@ Kpenpajte kopucHM4KK cepTudinkaT sa sawkor sed npedapysad
[ ™
A\ [ /4

E. ctpaHarta https://ca.telekom.mk/logaaeTe ja BoO Npa3HOTO Nose CO NPUTUCKAHbE Ha
konuyeto Add, a noToa 3aTBOpPETEro NPO30pPOT CO KNUKake Ha KonyeTto Close.

Compatibility ¥Yiew Settings E

m Change Compatibility Yiew Settings

Add this website:

Remove |

Wehsites you've added ko Compatibilicy Wiew:

[V Display intranet sites in Compatibility Yiew
[ Use Microsoft cormpatibility lists

Learn more by reading the Internet Explorer privacy statement

Close |



https://ca.telekom.mk/

MOCTABYBAHE HA KOPEHCKATA (ROOT) AATOTEKA HA TRUSTED
CEPTUDOUKATU

A. OtBopeTe ro npenncrtysayort Internet Explorer u BHeceTe ja agpecaTa:
https://ca.telekom.mk.

b. U3bepeTe ja onumjata Continue to this website (not recommended).

& Certificate Error: Navigation Blocked - Wind
! -1 psff catebekom.mk/cdaoverview hitmi
Eile Edit View Favorites JTools Help

3

G Fevorites |55« 4 Registration Authority Ma.. | @ Certificate Emor Navig... %

-
@] There is a problem with this website's security certificate.

The secunty certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Secunty certificate problems may indicate an attempt to fool you or intercept any data you send to the server.

We recommend that you close this webpage and do not continue to this website.

'ﬁ' Click here to dose this webpage.

I ﬁ Continue to this website (not recommended). I

= More information

B. Op necHarta cTpaHa Ha Npo30poT nsbepete MHcTanupaj nnum 3auysajte Bo daj.

- I LI CMOAENH AOXMBYBAKA

OUTATATTHA CEPTUOUKATHA
HAJBE3BEAHO PELLEHWE 3A BALUMTE EJIEKTPOHCKIA TPAHCAKLIMK

Entrust Authority™ Enroliment Server for Web

Kpeupajte ceprudmkar sa sef npeBapysau WucTanupajte unu sauysajte 8o dhajn

Kpewpajie a Bawnor eeb Mpesewete CA cepTbHKar 1 vHCTanipalTe ro Ha sawmor
KoMNjyTep uni sauysaiTe ro 0 thain

P
[ [ ™
w —_

Mpuxaxete 80 PEM enkogmparse

MpeaemieTe CA copTUdmKar u npukaxeTe ro 8 PEM
enkopupane

Mponajaete ceprrdmkarm YMATCTBA

Mporajaete ceprudikar 5o avpextopuyvior Gasupar Ha h Mpesewarte ynatcTea
P KOHKPETHH KpHTEPHY WM


https://ca.telekom.mk/

. CumHaTMOoT dajn (cepTndumKaT) OTBOPETE ro CO KIMKake Ha KonyeTo Open.

Do you want to open or save clientcgi.cer from t-we?

- ———

. NHcTtanunpajTte ro ceptudmkatoT co n3bop Ha Instal Certificate.

R

General  Details

Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

= All issuance polides
= All application policies

Issued to: Makedonski Telekom CA

Issued by: Makedonski Telekom CA

Valid from 31.03.2010 to 31.03.2030

Install Certificate. ..

Issuer Statement

OK

[. Opbepete ,Current User”, a Ha cneaHMOT Yyekop ,Place all certificates in the following

store”.

=* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to & certificate store,

A certificate, which is issued by a certification authority, is & confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
@ Current User
(O Local Machine

To continue, click Next.

Cancel

“

o* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O automatically select the certificate store based on the type of certificate

Certificate store:

Browse...

Cancel




E. Onbepete ,Trusted Root Certification Aut

horities” n knnkHete ,,OK”

Select Certificate Store

x

Select the certificate store you want to use,

| Intermediate Certification Authorities
i{ | Active Directory User CObject
LT Trieted buoklizhers 2

] show physical stores

*. KnukHete Ha ,,Next” na ,,Finish”

&«

£* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(0) Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
| Trusted Root Certification Authorities

| E Browse... i

CE s cel

€ L# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

(ol V R o R e e W= Trusted Root Certification Authorities
Content Certificate

Ca . cel

3. Mo ycnewHo UMNopTMpParbe Ha root cepTudmMKaToT, KAnKHeTe Finish na OK.

Certificate Import Wizard >

o The import was successful,

oK

10



AKTUBUPAHE HA BALUMOT CEPTUDUKAT HA JECKTOI KOMIYTEP
/NANTON

BHeceTe ja appecata https://ca.telekom.mk Bo Be6 npenucrysay. Oa AageHuTe onuumu
nsbepete ja onunjata “Kpenpaj ceptudukar 3a Beb npebapysay”.

T .. CMOAENN A0XHBYBAIA

LOUTHTAITHA CEPTUDKMKATH
HAJBESBENHO PELUEHME SA BALLIMTE EJIEKTPOHCKM TPAHCAKLIMIA

Entrust Authority™ Enrollment Server for Web

| Kpeupajte ceptuthukar sa sed npebapysad WMHcTanupajte wnu 3auyeajte 8o tajn
l‘@ KpewpaTe KOpHEHHUKN CepTHAMKET 3 BaLOT 826 npefapyeay Mpesenere CA CepTUGVKAT 1 HHCTANMPA[Te 1O Ha BaLIKOT
[ [ ] KOMNjyTep Mnu SauyBajTe o 60 dajn

Mpukaxere Bo PEM eHkopuparse

Mpesemere CA ceprudmkar 1 npukaxete ro e PEM
enkoanpare

Mponajaete ceprmtmkarm YMATCTBA

MpokajaeTe CepTHGMKAT B0 AMPEKTOPHYMOT BasMpaH Ha h Mpezenare ynatcTea
p, KORKPETHH KR HTERIYMIA

b. KnukHeTe Ha Yes 3a ga 403BOAUTE Kpeupake Ha cepTudukar

Web Access Confirmation

This Web site is attempting to perform a digital certificate operation on
Y your behalf:

https://ca.telekom.mksoda-cgisclientcgi.exelaction=browsercert

You should onby sllow known Web sites to pefform digital certificate
operations on your behalf,
Do you want to allow this operation?

11
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B. Bo noneto 3a pedepeHTeH 6poj ro BHecyBaTe 6pojoT WTO ro AobuBaTe NO €/IeKTPOHCKaA
nowTa, AOAeKa Mak BO NOJIETO 33 aBTOPM3AUMCKM KOZA o BHecyBaTe 6pojoT WTO ro
nobusate no CMC nopaka.

Bo noneto 3a CSP Provider-oT 3agosxkutenHo nsbepete ru cnegHnse onuum:

. CSP type: RSA full

° CSP: Microsoft Enhanced Cryptographic Provider v1.0

. Key size: 2048

[lpesemarbe Ha cepTudumkar 3a BalwmoT npebapysad
YEKOP 1

Be monume enecete ro pedepeHTHoT BPO] 1 8BTOPHSELMCKMOT KOG KOM WTO ri g0BueTe 0g AGMUHNCTPaTOPOT.

KopoT nobueH
Pedgepenten bpoj : Ha e-mail
57329274

KopoT notnex
/ Ha SMS
AsTopuaaumcku Kog :

AB12-E3G4-15KL

MotpedHo e aa ro ogbeperte coopeethnoT Cryptographic Service Provider® (CSP). 3a ga KOpWCTHTE “YWTaY HAa CMEPT KapTMYKM, WKW ApyT KpunTorpatoku add-
on, opbepete ro coopeetHroT CSP. Ako kopuetute Internet Explorer 3.0 unu nocrapa eepavja, Hema none 3a enekTMparse, M Ke e KOPHUCTH OaHanpen

pednrmpannor CSP,

CSP Type :

A
RSA full J

CSP:

v
Microsoft Enhanced Cryptographic Provider vi.0 J

Key Size :

v
2048
Mpatn Gapare Pecer

HAMOMEHA:

1
& Bo cnyuaj pa nsbeperte gpyr CSP, pusmukysate rybere Ha cepTUPUKATOT NO LWITO Ke
Tpeba Aa gocTtaBute HOBO bapare 3a HOB gUrnTaseH cepTuduKar.

1

& JDoKonKy Bo noneto 3a usbop ro Hema Microsoft Enhanced Cryptographic Provider
v1.0, ke Tpeba ga ce HanpaBun Run Ha ActiveX KOHTposata Koja ce nojaByBa KakKo
npeaynpeaysate Bo Information bar-or Ha Browser-or.

. KnukHeTe YES 3a noTBpAa AeKa ro NoBAeKyBaTe cepTUPpUKaToT.

12



Web Access Confirmation

This Web site is attempting to peform a digital certificate operation on
LY your behalf:

https:#fca telekom.mkfcda-cgisclientogi exe?action=browserCert

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

. KnukHeTte Ha KonyeTo Set Security Level.

Creating a new R5A exchange key ¥

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium Set Security Level...

Cancel Details...

. Bo HoBMOT npo3opel, nsbepete High u kamkHeTe Ha Next.

Select a Security Level x

Select a security level appropriate for this item.

@Figh
Request my permission with a password when this
item is to be used.

() Medium
Request my permission when this item is to be used

< Back Next = Cancel

E. Bo noneto Password n Confirm BHeceTe N03MHKA KOja NOAOLHA Ke ja KOpUCTUTE npu
NoTNUWYyBakwe CO CepTUPMUKATOT (I03MHKaTa Tpeba Aa MMa HajmanKy 8 KapaKtepu M aa
cogpxu ronema bykea M bHapem epgHa 6pojka MAM cneuunjaneH Kapakrtep). Mpouecot
3aBpLLETE ro CO KAMKake Ha KonyeTo “Finish”.

BA>KHO!

Osa e BALLIATA nosuHka. 3anomHeTe ja 0Baa no3vHKa. bes Hea cepTMdHUKATOT KOj CTe ro NoBnekKse Ha
KOMMjyTepoT HeMa aa yHKLMOHMPA.

13



Create a Password

Create a password to protect this item.

Create a new password for this tem

Password for: Crypto&P| Private Key

Password: oy
ot

< Back Cancel

. 3aBplieTe co Kpenparse Ha BalMOT NPMUBATEH Kay4 co M3bupame Ha OK.
Creating a new R5A exchange key X

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to High Set Security Level...
Cancel Details...

3. KnukHeTe Ha Yes 3a Aa 403BO/IMTE Kpenpake Ha cepTuduKaT

Web Access Confirmation

This Web site is attempting to perform a digital certificate operation on
Y your behalf:

https./scatelekom.mkscda-cgisclientogi.exe?action=browsercert

You should only allow known Web sites to perform digital certificate
operations on your behalf,
Do you want to allow this operation?

=]
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BAXHO!

MouekajTe ga ce Kpeupa gUrMTanHUOT cepTuduKar. TpaereTo MoXKe aa buge opg
ABaeceTuHa CeKyHAu Ao Hekonky muHyTU. HE KJIMKAJTE REFRESH, RESTART unu BACK 3a
Bpeme Ha KpenpamweTto Ha cepTudUKaToT. CUCTEMOT Ke Be U3BECTU CO NOopaKa 3a ycnewHo

WNIN HeyCnewHOo Kpenparwe Ha ceptuduKar. Mpu ycnewHo Kpeupamwe Ke ja gobuere
cnepHaBa Nopaka:

CNOAENH AOXHBYBAHA

Microsoft Internet Explorer Ceptudmxar

YenewHo ro npeaenosre cepTMdMKaToT 3a BawmoT npebapysay o Intermet Explorer. Osoj ceptudiMkar Moxe [a ce KOpUCTM 3a Balla
HesbenHa MOSHTUDOMKALM|A Ha HALWUTE BeO CeDBEPU W 23 NDWBATHA, EHKDWMNTMDAHA KOMYHMKALM|A HE MHTEDHET.

15




EKCNOPTUPAHE HA AUTUTANHUOT CEPTUDUKAT BO A

EKcnopTupame Ha AUrMTanHUOT cepTUOUKAT MOKE [la Ce HanpaBu CaMo Ha KOMMjyTepoT Koj
Beke ro uMma Bawwuor ceptudukatr. Toa e KOMMjyTEPOT Ha KOj CTe [0 MNOBAEKNe
cepTMdUKaATOT, NOA YC/I0B BO MEfyBPEME Aa He cTe ro nsbpuiwane.

A. Bo ropHMOT aeceH aron og npenuctysayot Internet Explorer, KIMKHETe Ha Kon4yeTo WTO
03HauvyBa AnaTku 3a nogecysame (Tools) u ogbepete Internet options.

- [m| X
e 2 http://t-we/cda-cgifclientcg 2 = & :@ Entrust Autherity™ Enrollm... __E
File Edit View Favourites Tools Help Print 4
% Find: Previous Next| /| Options ~ File *
Zoom (90%) >
Safety > WA
Add site to Apps
View downloads Ctrl+J

Manage add-ons

~  F12 Developer Tools

Microsoft Internet Explorer Ceprudpmki  6otopimedstes

Compatibility View settings

Internet options

R BT T et EXpIOTer

YcnewHo ro Nnpeae Aoste CepTMdmKaToT 3a sawmor npebapysad so Internet Explorer. OBoj cepTutbukaT MoXe [a Ce KOPHUCTH
33 BawWwa Ge3benHa MOSHTMMKALM|E HA HAWKTE BeD CepBEpM M 33 MPUBATHA, EHKPUMTUPAHA KOMYHMKALUM]A HA UHTEDHET.

B. Bo Tabot Content nsbuperte Certificates.

Internet Options ? X

General Security Privady Content  (Bnnections Programs  Advanced

Certificates
Use certificates for encrypted connections and identification.

[ Clear S5L state Certificates Publishers

AutoComplete

= AutoComplete stores previous entries Settings
% on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated Settings
R

content from websites that can be
read in Internet Explorer and other
pragrams.

0K Cancel Apply
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B. CenekTunpajTte ro BaWmMoOT NepcoHaneH cepTudmrKaT u KnmkHete Export

Certificates *

Intended purpose: <All> ~

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification) * | *

Issued To Issued By Expiry Date  Friendly Name =
54 Ime i Prezime  Makedonski Telskom CA  15.09.2017 <Mone>

W
Import... Export... Remove Advanced

Certificate intended purposes
<All=

View

Close

. Knnknete NEXT...

2% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

- cance'

[. Bo cnegHMOT Yekop, ceneKktupajte ja onuunjata Yes, export the private key, co wro ke
0BO3MOXUTE NPaBUIHO GYHKUNOHUPAHE Ha cepTUDMKATOT.




€ £* Cerificate Bxport Wizard

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(_) Mo, do not export the private key

Cancel

f. Bo chegHuot nposopey, 3a401*KUTENTHO M36epeTe ' noco4vyeHuUTe onunn:

X

& £% Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 {.CER)
Bagze-64 encoded X, 509 (.CER)
Cryptographic Message Syntax Standard - PKICS #7 Certificates (\P7B)
Include all certificates in the certification path if possible

(®) personal Information Exchange - PKCS #12 (,PFX)
I Indude all certificates in the certification path if possible I

[ Delete the private key if the export is successful

I [Export all extended propertiesi I

[JEnable certificate privacy

Microsoft Serialised Certificate Store ((S5T)

E. Mo knnkare Ha Konyeto Next of NPeTxoAHMOT YeKop, NocTankaTa BoAM A0 BHECYBaHe
Ha NO3WHKa. Ja BHecyBaTe MCTaTa /I03MHKa KOja ja BHECOBTE 3a AUIMTA/SIHUOT cepTUdMKaT
npw NPouecoT Ha AKTMBUparbe Ha BalwmnoT cepTudmkaT Ha geckton Komnjytep/nanton (6e3
ynoTpeba Ha TokeH) [ (cTpanuua 13, TouKa E Bo oBa ynartctso)].
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€ £ Certificate Export Wizard

Security

using & password,

To maintain security, you must protect the private key to a security principal or by

[ Group or usernames {recommended)

Password:

Confirm password:

Add

Remove

Cancel

. Bo cnegHMOT yekop ro 6upate nmeto Ha $ajnoT M NoKaumMjaTa Kage WTo cakaTe Aa ro

3ayyBaTe cepTUPUKATOT.

€ &¥ Certificate Export Wizard

File to Bxport
Specify the name of the file you want to export

File name:
| ‘ I Browse...

Next Cancel

B save As
1 & » ThisPC » Local Disk (C) » v O Search Local Disk [C:)
Organise v Mew folder E= -
& This PC Name Date modified Type
[ Desktop SGetCurrent 06,2016 12:22 File folder
Documents CheckPoint File folder
; Downloads cpqsystem File folder
i DRIVERS File folder
J) Music X
gemalto File folder
&1 Pictures Hyper-V Cluster File folder
B Videos inetpub File folder
. Local Disk (C:) Intel File folder
- DD Logs File folder
- E(E) MS0Cache File folder
LU 4
F\Ieﬂamel| ImePrezimel I
Save as type: | Personal Information B(changi:.pijl
~ Hide Folders Cancel

Tunot Ha ¢ajnoT Tpeba aa e .pfx
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4 £* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

C:\ImePrezime. pfx ‘ E Browse... i
| R

& £ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard,

You have specified the following settings:

File Name C:\ImePrezime.pfx
Export Keys Yes
Include all certificates in the certification path Yes

File Format Personal Information Exchange (*.pfx|

Finish Cancel

BHeceTe ja n03MHKaTa Koja ja CTaBUBTE NPU NOB/IEKYBAHETO Ha CEPTUPUKATOT:

Password for:

Exporting your private exchange key

An application is requesting access to a Protected item.

>

CryptoAP| Private Key

ceseeesenes

Cancel Details....

Ha KpajHMoT npernes 3a eKCnopTMparbe Ha AUIMTaNHMOT cepTudmKaT nsbupete OK.

Certificate Export Wizard >

The export was successful,

HAMNMOMEHA:

& HanpaBeTe ekcnopTupawe Ha CcepTUPMUKATOT M 3auyBajTe ro Ha b6e3begHoceH
meguym (TOKeH) 3a BO cyyaj Ha AedeKT Ha KomMmnjyTepoT uam notpebHo popmaTtupare.

& Jlo3aMHKaTa KpeupaHa nNpu aKTUBMpPake Ha AUrUTaNHUOT cepTudukat Bu e
HeonxoAHa 3a KOpUCTere Ha cepTUPUKATOT, 3aNnoMHeTe ja.
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MMM OPTUPAHE OUTUTANEH CEPTUGUKAT O PAINT HA TOKEH O/
TUM GEMALTO IDPRIME.NET

3a ga HanpaBuTe MMMNOPTUPakbe, NOTPebHOo e Aa ro umaTe cepTUdUKATOT, 3a4yBaH Bo dajn
CO HacTaBKa .PFX.

NHCTAJTUPAHE OPAJBEPU 3A TOKEH GEMALTO.NET — 3A WINDOWS
7 W TTOHOBW BEP3MWN HA OMNEPATUBEH CUCTEM

HAMNOMEHA:

& 3a 0BOj uyeKop noTpebHO e pa 6Guaete HajaBeHM CO KOPUCHUK KOj MMma
a4MUHUCTPATOPCKM MNPUBUNEIMM HA BALWIMOT KOomMjyTep (HQOKONAKY ro Kopucrat
noseKke KOPUCHULM).

3a TokeHoT og, TMn Gemalto.NET Hema noTpeba MHcTanaumja Ha ApajBepu, LOBOJIHO € Camo
[la ro cTaBMTe ToKeHOT Bo USB nopTata, No WTOo MHCTaNaumjaTa Ke ce U3BpLm cama.

A. CTaBeTe ro TOKeHOT BO egHa oA USB nopTute Ha AecKTon KomnjytepoT/nantonor.
MouyeKajTe 2-3 MMHYTK Aa 3aBpLUM MHCTaNALUMjaTa.

‘| Installing device driver software % *

Click here for status,

r
| Driver hm«@

X : : |
Installing device driver software
USB SmartCard Reader _) Searching Windows Update...
Obtaining device driver software from Windows Update might take a while.
Skip obtaining driver software from Windows Update
||
P — — S— a
e
Your device is ready to use
USB Key Smart Card Reader  Ready to use
Gemalto Minidriver for NET Smart Card «/ Ready to use

i

Bo cnyuaj Ha npobaem co nHcTanaunja Ha gpajsepuTe, MoXeTe Aa v npesemeTe of,
cneaHaBa fIoKauumja:

3a 32-bit OS: https://ca.telekom.mk/Gemalto/GemaltoNETDriver 32bit.zip
3a 64-bit OS: https://ca.telekom.mk/Gemalto/GemaltoNETDriver 64bit.zip

21


https://ca.telekom.mk/Gemalto/GemaltoNETDriver_32bit.zip
https://ca.telekom.mk/Gemalto/GemaltoNETDriver_64bit.zip

NHCTAJTUPAHE HA VSEC:SMC ATIJTURALINIATA

A. Ha chegHunos JIMHK mokeTe aa ja cnywTnTe HajHoBaTa Bep3nja Ha ansnKauymjarta
VSEC:CMS’ K-Series.

b. CtapTyBajTe co ABOKAMK UAKN CO KNnKarbe Ha RUN: vSEC_CMS_K2.0.exe

B. KankHeTe Ha: | Agree.

Please review the license terms before installing wSEC:CMS K2.0,

Pi P D to th tof th t
ress Fage Hown o ses Ine rest ol ine agreemen This installation program will install vSEC:CMS K-Series for:

Copyright © 2014 Versatile Security Sweden AB /.§n

End-User License Agreement for Versatile Security Software

IMPORTANT-READ CAREFULLY: This End-User License Agreement for Versatle Security ® Only the current user
Software ("EULAT) is a legal and binding agreement between You and the subsidiary,
affiliate of Versatile Security Sweden AB ("ersatile Security”) that provided the

Software (defined below) to You. ™You™ are a person or legal entity that uses or wishes

to use the Software, This EULA governs Your use of &l of the Software distributed or
delivered hereunder, “Software™ means all computer software, assodated media, any
printed materials and any accompanying “online” or electronic information provided to w

All uzers on this computer

Mote: To install vSEC:CMS K-Series for all users on the computer, the installation program

must be started with local administration rights (Run as Administrator).
If you accept the terms of the agreement, dick I Agree to continue, You must accept the

agreement to install vSEC:CMS K2.0,

Mullsoft Install System vz 46 Mullsoft Install System vz 46

< Back Mext > || Cancel

Cancel

B. KnukHete Ha Install. [JokonKy Beke nmaTte MHCTa/MpPaHO MOHMUCKa Bep3uja, KANKHeTe Ha
Update

®
oY . Update vSECCMS K20

Setup will update vSEC:CMS K2.0 in the following folder.

Destination Folder

rel WAppData‘Roaming\Versatile Security\WwSEC_CMS_K Browse...

Space required: 11.6MB Mpu npea uHcmanayuja, oede nuwyea

Space available: 150.4GE Install \

Mullsaft Install System vz, 46

| < Back Update || Cancel
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https://ca.telekom.mk/AplikacijaGem.htm

I'. KnnkHete Finish, no wto anankaunjata Ke ce ctapTyBa aBTOMATCKW.

Completing the vSEC:CMS K2.0
Setup Wizard

WSEC:CMS K2.0 has been installed on your computer,

Click Finish to dose this wizard.

Launch vSEC:CMS K2.0

< Back Cancel

[. AnnvKauunjata morkeTe ga ja ctaptyBaTte o4 BawwnoTt geckron npeky NnogoaHaTa MKOHKa:
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NMIMOPTUPAHE HA CEPTUDUKATOT HA TOKEH CO VSEC:SMC
ANMIUKAUMIATA

A. CtaBeTe ro Gemalto.NET TOKeHOT BO KOMNjyTePOT/NanTonoT U CTapTyBajTe ja
annaukaumjata vSEC:CMS og nocovyeHaTa MKOHKa:

b. KhMkHeTe Ha TaborT: Card Actions.

File Go Help

versasec

VSEC:CMS R=>eries

Axalto Cryptoflex .NET

Card emulation Typed
Card emulation Type5
Gemalto .NET card {native)
Gemalto PIV
PSP

B. Oabepete ro Tabor: Certificates, 1 KnMKkHeTe Ha KonyeTo Import.

O VSEC:CMS K2.0 - o
File Go Help

versasec

EIi WEEE Clear all
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I'. KnMkHeTe Ha Kon4yeTo Browse, 3a ga ro oabepete npeTxogHo gobuneHnot cepTudumKat co
eKcTeH3uja .PFX Koj e 4obueH cornacHo ynaTcTBoTO: ,,YNaTCTBO 32 aKTUBUPAHLE U
WHCTaNaumja Ha guruTaneH ceptTuduUKat Ha AecKTon Komnjytep u/unm nanton”.

Certificate to import

Password: |

Key type: [~ ]|

Help Irnport Cancel

Bo noneto Password ce BHecyBa /io3nHKaTa 3a $ajnoT Koja ja BHECOBTE Npu HEFOBO
Kpenpate.

[. KhnkHeTe Ha KonyeTo Import.

Certificate to import

I. BHeceTe ro MNH-oT 3a TokeHOT (0000 — YeTUPK HY/U, JOKOJIKY FO HEMaTe NPOMEHETO CO
Hekoj Baw)., n knankHete OK.

WwIECICMSE 11 o g

E. Bo annuvKkaymjaTa ce nojasysa BawmoT ceptudumKaT, co BalleTo KOPUCHUYKO UME.
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| _[wame  [ExpratonDate  [TypelPm |

9

Dizfault

*. KnukHete Close.

Clear all

MoskeTe a ro KOpUCTUTE TOKEHOT CO MMMOPTUPAHUOT CePTUDMKAT.

YnoTtpeba Ha TOKEHOT BO anauKaumja Ha VIl

3a Aa MOXKeTe Aa ro KOPUCTUTE AUTUTANHUOT cepTMPUKAT BO aniMKaLmjaTa Ha Ynpasa
3a JaBHu Mpuxoagu (YJN), npeTxogHo HanpaBeTe MHCTanauuja Ha PKCS11 oa HapeaHaTa

TOYKa.

MHCTAZTAUMIA HA PKCS11 (3A ANJTIMKAUWMIA HA YIn)

A. KnvKHeTe Ha cnegHuoB NnHK: https://ca.telekom.mk/Gemalto/PKCS11 dll.zip

b. Opb6epete OK, a notoa Open;

Microsoft Office x

@ Opening https://ca.telekom.mk/Gemalto/PKCS11_dll.zip
Seme files can contain viruses or otherwise be harmful to your
computer,

Itis important to be certain that this file is from a trustworthy source,

Would you like to open this file?

- o]

Internet Explorer

What do you want to do with PKCS11_dll.zip?

Size: 2,02 MB
From: ca.telekom.mk

—) Open

The file won't be saved automatically.

—» Save

—» Save as

Cancel
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https://ca.telekom.mk/Gemalto/PKCS11_dll.zip

B. Co aBoknuK ctaptyBajte ro IDGo800_PKCS11_Library.msi

Compressed Folder Tools  PKCS11_dll.zip - m| x
Share View Extract L ﬂ
.:| in | Extra large icons  [&] Large icons [ ttem check boxes ] |Z|
i} Medium-sized icons EEE Small icons - m [w] File name extensions
Mavigation : == - _ Sort Hide selected = Options
pa%e' EE List T by~ % [l Hidden items items p'
Panes Layout Current view Show/hide
T Q <« INetCache » IE » RZQH3IDO » PKCS11_dilzip v O Search PKC511_dll.zip »
B ~ MName Type Compressed size Password ..  §
[ Desktop - ﬁl IDGo800_PKCS11_Library.msi Windows Installer Package 2072KE  MNo
< Downloads  #
. v >
1item f=z| =1
. KnukHeTte NEXT;
ﬁ-‘ IDGo 800 PKICS#11 libraries v1.2 - InstallShield Wizard X

Welcome to the InstallShield Wizard for IDGo
800 PKCS#11 hibraries v1.2

The Installshield(R) wWizard will allow you to modify, repair, or
remove IDGo 800 PKCS#11 libraries v1. 2, To continue, dick
Mext,

< Back I E Mext = II Cancel

[. KnnkneTte NEXT:

ﬁ DG 800 PKICS#11 libraries w1.2 - InstallShield Wizard 4

Please read the following license agreement carefully.

END USER LICENSE AGREEMENT o)

IMPORTANT-READ CARFFULLY: This End-UserLicense Agreement for

(Gemalto software (“EULA™) is a legal and binding agreement between you and

the subsidiary or affiliate of Gemalto NV. (“Gemalto™) that distributed this

version of the Software (as defined below) under this EULA (“Gemalto™).

“You™ are a person or legal entity wishing to use the Software. This EULA

governs your use of all of the Software distributed or delivered hereunder.

“Software” means all computer software, associated media, any printed

materials and any accompanying “online” or electronic information provided

to vou hereunder. By downloading, instaling, copying, brealang any seal on, A

(®)1 acrept the terms in the license agreement: Print

(O)1 do not accept the terms in the license agreement

InstallShield

<Back J[ mext> || cancel

27



['. KnukHeTe NEXT;

ﬁ IDGo 800 PKCSE11 libraries v1.2 - InstallShield Wizard X
\g
Destination Folder m
Click Next to install to this folder, or dick Change to install to a different folder.

Install IDGo 800 PKCS5# 11 libraries v1.2 to:

C:\Program Files (x86)\Gemalto\[DGao 800 PKCS#11Y Change. ..
Instalishield

< Back Cancel

E. Knuknete Install na Finish;

ﬁ IDGo 800 PKCS#11 libraries v1.2 - InstallShield Wizard * ﬁ Gemalto MET PKCS#11 Gald - InstallShield YWizard

Ready to Install the Program @'nan:O‘

The wizard is ready to begin installation.

InstallShield Wizard Completed

Click Install to begin the installation. The InstallShield \Wizard has successfully installed Gemalto \MET
PKCS#11 Gold, Click Finish b it the wizard,
If you want to review or change any of your installation settings, dick Back. Click Cancel to o 1 Finish fo exdt the wizar

exit the wizard,

InstallShield

< Back ] Install ] Cancel

MHcTanaumjata Ha noTpebHMTe PajioBM € Ha IoKaumja: C:\Program Files\Gemalto\IDGo 800
PKCS#11

OBgae ce HaoraaT notpebHuTe DLL dpajnosu 3a paboTta Ha Gemalto.NET TokeHOT co
anauvKkauwmjaTta Ha YJI:

IDPrimePKCS11.dll — 3a 32-bit onepaTtnBeH cuctem;

IDPrimePKCS1164.dll- 3a 64-bit onepatmseH cuctem.

OOKONKRY AMINKAUMIATA KOJA JA KOPUCTUTE BAPA HABEAEHWUTE ®AJZTOBU A
BUOAT HA APYTA TOKAUWIA, KONMUPAITE T BO COTTACHOCT CO YMATCTBOTO 3A
TAA ATITURALWMIA.

XK. OBOj ueKkop e Ba)KeH 3a KOPUCHULMTE Ha anaKMKauujaTa Ha YI:

[lokonky nmate 64-bit onepatmseH cuctem, ogete Bo C:\Program Files (x86)\Gemalto
n Konupajte ro uenuvot d¢onaep ,DotNet PKCS11“ Bo HOBOKpeupaH donaep
C:\Gemalto.
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